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I. INTRODUCTION

The Health Insurance Portability and Accountability Act of 1996 ("HIPAA")' imposes
substantial requirements on health care providers, health plans, and health care clearinghouses
(otherwise known as "Covered Entities") in order to protect the privacy of patients' health
information. The privacy standards of HIPAA have been implemented through regulations finalized
in 2002, which, for the most part, took effect on April 14, 2003 (the "Privacy Standards").2 One
significant requirement is for Covered Entities to enter into Business Associate agreements with
certain third parties to whom they disclose protected health information ("PHI").> These third parties
are referred to as "Business Associates."

Many lawyers who represent health care clients that are Covered Entities under HIPAA,
including health care providers, health plans, health insurance companies, and health care
clearinghouses, are considered Business Associates of the Covered Entities. Lawyers who obtain
identifiable information about the client's patients or members, such as malpractice defense,
transactional, or employee benefits attorneys, in order to represent the client are Business
Associates.’ In-house counsel also deal with PHI, but because they are typically employees of the
Covered Entity they represent, they would not be considered Business Associates; instead, they
would be subject to the requirements applicable to Covered Entities themselves.

The HIPAA Privacy Standards impact the relationships between attorneys and their clients in
many ways, and the scope of that impact is still being determined, even now after most Covered
Entities and their attorneys have entered into Business Associate agreements. The Arizona
Association of Health Care Lawyers, as the organization representing health care attorneys in the
State of Arizona, is in a unique position to provide guidance to attorneys throughout the State with
respect to their obligations and expected practices when complying with the Business Associate
requirements under HIPAA. The AAHCL formed an ad hoc AAHCL committee to review and
analyze the issues surrounding a lawyer's responsibilities in complying with Business Associate
agreements, and this document represents the final report of that committee.

This report has been approved and adopted by the AAHCL Board of Directors and
constitutes AAHCL recommended practices in this area. The analysis and recommendations in this
report, as well as the form documents that are included, are intended as a guide to lawyers practicing
in the State of Arizona and are not intended to establish standards of care or to suggest the sole
manner of dealing with the issues presented herein. Nevertheless, it is our hope that attorneys
throughout the State use this report to guide their actions when dealing with HIPAA as Business

" Pub. L. No. 104-191 (Aug. 21, 1996), 42 U.S.C. § 201, ef seq.

% See 65 Fed. Reg. 82462 (Dec. 28, 2000), proposed modifications at 67 Fed. Reg. 14,776 (March 27, 2002), final
modifications at 67 Fed. Reg. 53,182 (Aug. 14, 2002), codified at 45 C.F.R. § 164 Part 160 and Part 164, Subpart E.

} PHI is defined in the Privacy Standards. See Section II(D), infia.
* Business Associates are specifically defined in the Privacy Standards. See Section II(E), infra.

* Plaintiffs' personal injury attorneys receive health information directly from their own clients, the patients, rather than
from the Covered Entity, so they typically are not considered to be Business Associates of the Covered Entity. Obtaining
PHI from a Covered Entity pursuant to a subpoena also does not make a lawyer a Business Associate. See Section
VIII(F), infra.
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Associates, so that attorneys and clients alike can achieve uniformity in their expectations of attorney
conduct in these matters.

The Committee consisted of 12 dedicated attorneys who devoted a substantial number of
hours in preparing this report. The members of the Committee reflected the diversity of practice
areas in Arizona and came from throughout the State. The Committee included lawyers in private
firms of all sizes, in-house counsel, government attorneys, and law students. Our thanks go to Daniel
Benchoff, Gregory Cohen, Paul Giancola, Gordon Goodnow, Anne Kleindienst, Carla Kot, Laura
Meyer, Michelle Notrica, Kristen Rosati, Susan Watchman, Linda Weaver, and Steve Goldstein, who
chaired the Committee.

II. A SUMMARY OF HIPAA

A. THE HIPAA STATUTE

In 1996, Congress passed the HIPAA statute, which included the "Administrative
Simplification" provisions.® The primary purpose of Administrative Simplification was to create
national standards to facilitate the electronic exchange of health information to make financial and
administrative transactions more efficient in the health care industry. Recognizing that the electronic
exchange of health information in these transactions would render health information more
vulnerable to confidentiality breaches, Congress also required the Department of Health and Human
Services ("DHHS") to develop national privacy and security regulations.

B. THE HIPAA REGULATIONS

DHHS first published regulations to implement the national standards for administrative and
financial health care transactions, called the "Standard Transactions."” These regulations set forth
standard formats and standard data content for administrative and financial health care transactions,
including health claims and equivalent health encounter information, health plan enrollments and
disenrollments, health plan eligibility, health care payment and remittance advice, health plan
premium payments, health claim status, referral certification and authorization, and coordination of
benefits.

DHHS also published regulations to govern the privacy of health information, called the
"Privacy Standards."® Compliance with regulations required most health care providers and health
insurance companies to make substantial changes in their internal operations, their dealings with
patients, and their interactions with other businesses. In summary, the Privacy Standards:

® Pub. L. No. 104-191 (Aug. 21, 1996), amending 1171-1179 of the Social Security Act, codified at 42 U.S.C. § 1320d-2 er
seq.

7 See 65 Fed. Reg. 50,312 (Aug. 17, 2000), codified at 45 C.F.R. §§ 160, 162, as amended by Fed. Reg. 38,050 (May 31,
2002). Further regulations are anticipated for additional standard transactions, including claims attachments and first

report of injury. DHHS also is publishing "national identifier" regulations, which assign an identification number to
participants in the health care system to make the electronic exchange of financial and administrative transactions uniform.

¥ See Section 1, supra.
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Comprehensively regulate the internal use and external disclosure of PHI, creating
complicated rules regarding when patient consent or authorization is required for use and
disclosure, and what that consent or authorization must contain;

Create individual patient rights to inspect and copy their own PHI, to amend erroneous or
incomplete information, to obtain an "accounting” of disclosures of their information, to
request a restriction of a use or disclosure for treatment, payment, or health care
operations, to receive confidential communications, to receive notice of an institution's
privacy practices, and to file written complaints;

Establish a number of administrative requirements, including requiring institutions to
have an extensive set of policies to protect the privacy of health information, to appoint a
"privacy official" to develop those policies, and to conduct workforce training on the
privacy requirements; and

Mandate contracts with Business Associates to ensure that those associates also protect
PHI.

Finally, DHHS published "Security Standards.”” These regulations govern computer and
physical security at Covered Entities. These regulations will become enforceable on April 21,

2005.'°

The Privacy Standards are enforced by the DHHS Office of Civil Rights ("OCR"), which
provides continuing guidance on interpreting the language of the regulations. The Standard
Transactions and the Security Standards are enforced by the Centers for Medicare and Medicaid
Services ("CMS").

C.

WHAT IS A COVERED ENTITY

The Privacy Standards apply to a category of entities labeled by the rules as Covered Entities.
Covered Entities are defined as:

Health care providers that transmit certain transactions electronically;

Health care plans (which include health care insurers and employers' group health plans);
and

Health care clearinghouses (frequently intermediaries between providers and insurers for
electronic transactions, such as third party billing companies).’

® See 68 Fed. Reg. 8334 (Feb. 20, 2003), codified at 45 C.F.R. § 164 Part 160 and Part 164, Subpart E.
1° See Section VII(A), infra.
'''45 C.F.R. §§ 160.103 and 164.104.
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D. WHAT IS PROTECTED HEALTH INFORMATION

The Privacy Standards apply to a category of information labeled by the regulations as
Protected Health Information ("PHI"). Generally speaking, PHI is defined as any information that:

e I[screated by a Covered Entity;
o Identifies, or can be reasonably used to identify, an individual; and

e Contains information related to the past, present, or future health condition, including
diagnosis and treatment, of that individual.'

Demographic information (including just names) is PHI if released from a Covered Entity, because it
reveals that the individual received health care or is enrolled by a health insurance company.

PHI may be "de-identified." De-identified information does not identify an individual and,
with respect to which, there is no reasonable basis to believe that the information can be used to
identify an individual.> In order for information to be considered de-identified, all individual
identifiers must be stripped from the information, including names; geographic subdivisions smaller
than a state; dates related to the individual (except year), such as birth date or dates of service;
telephone numbers; fax numbers; electronic mail addresses; social security numbers; medical record
numbers; health plan beneficiary numbers; account numbers; certificate/license numbers; vehicle
identifiers and license plate numbers; and device identifiers and serial numbers." Once information
is properly de-identified, it is no longer considered PHI.'’

E. WHAT IS A BUSINESS ASSOCIATE

HIPAA applies directly only to Covered Entities. While DHHS was concerned about the
disclosure of PHI to other entities, and the use and disclosure of PHI by those entities, DHHS had no
statutory authority to regulate such entities in the Privacy Standards. As a result, DHHS created the
concept of the Business Associate in order to "place restrictions on the flow of information from
Covered Entities to non-covered entities."'®

A Business Associate is any entity that:

e Performs a function or activity for, or on behalf of, a Covered Entity that involves the
creation, use or disclosure of PHI. Examples include individuals or entities providing
claims processing, data analysis, utilization review, quality assurance, billing, benefit
management, practice management, and repricing services.'”

"> Id. at § 160.103.

P Id at § 164.514(a).

" Id. at § 164.514(b).

" 1d at § 164.502(d).

'® 65 Fed. Reg. 82,462, 82,504 (Dec. 28, 2000).
'7 45 C.F.R. § 160.103(1)(i).
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